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USER IS AUTHENTICATED 
USING CONFIGURATION DATA 



I 



644 



HTTPS MESSAGE SENT TO USER'S 
BROWSER DISPLAYING PAGE WITH LINKS 
OF COMMANDS THAT CAN BE INVOKED TO 

ASK USER WHAT HE WANTS TO DO 



I 



^-646 



HTTPS MESSAGE RECEIVED THAT USER 
WANTS TO VIEW USAGE AND/OR 
METRIC AND/OR CSU DATA OR OTHER 
DATA FOR A PARTICULAR ENTITY 



I 



-647 



650 



OPTIONAL: CONFIGURATION DATA IS 
CHECKED TO VERIFY THAT THIS USER CAN 
HAVE ACCESS TO THE DATA HE REQUESTED 



SEND 
MESSAGE 
DENYING 
ACCESS 



NO 



< 



I 



r 648 



IS ACCESS ALLOWED? 



> 



YES 



A 



-652 



SERVER LOOKS UP DATA ENTRY FOR SPECIFIED DATA ENTITY 
AND FOLLOWS POINTERS FROM THAT DATA ENTRY DOWN ONE 
LEVEL OF THE TREE TO THE NEXT DATA ENTRIES 



I 



654 



SERVER GENERATES LINKS REPRESENTING ALL THE 
DATA ENTRIES IN THE DATA STRUCTURE AT THE LEVEL 
FOR WHICH THE POINTERS WERE FOLLOWED IN THE 
PREVIOUS STEP 



J 



TO FIG. 22B 



F/G. 22A 
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FROM RG. 22A 



r 



656 



SERVER SENDS THESE LINKS BACK IN HTTPS MESSAGE(S)_ WHICH 
CAUSE THE USER'S COMPUTER TO DISPLAY THE LINKS PREFERABLY 
WITH DESCRIPTIVE TEXT WHICH DESCRIBES WHAT EACH DATA 
ENTRY REPRESENTED BY A LINK IS 



I 



^ 658 



SERVER RECEIVES HTTPS MESSAGE(S) BACK FROM USER INDICATING 
WHICH LINKS USER SELECTED INDICATING WHICH DATA USER 

WISHES TO SEE 



I 



660 



SERVER ACCESSES WHATEVER TYPE OF DATA USER SELECTED 
AND SENDS IT TO USER IN HTTPS MESSAGE(S) FOR DISPLAY ON 

USER COMPUTER 



I 



-662 



THE SERVER SENDS AN HTTPS MESSAGE TO USER ASKING IF 
THE USER WANTS TO SEE MORE DATA BELOW THE LEVEL OF 
THE TREE JUST DISPLAYED 



I 



•664 



SERVER RECEIVES MESSAGE INDICATING USER WANTS TO 

SEE MORE DATA 



I 



666 



SERVER FOLLOWS LINKS FROM DATA ENTRY OR ENTRIES 
JUST DISPLAYED DOWN ONE MORE LEVEL OF TREE AND 
GENERATES LINKS FOR THE DATA ENTRY OR ENTRIES SO 

FOUND 



I 



668 



SERVER SENDS HTTPS MESSAGE TO USER CAUSING LINKS 
SO GENERATED TO BE DISPLAYED BY USER'S BROWSER 
PREFERABLY ALONG WITH DESCRIPTIVE TEXT INDICATING 
WHAT DATA EACH LINK REPRESENTS 



I 



670 



'server receives message indicating which data user 

WANTS TO SEE, SENDS IT TO USER, INQUIRES WHETHER HE 
WANTS TO SEE MORE AND REPEATS PROCESS TILL ALL LEVELS 
r OF TREE EXHAUSTED OR USER QUITS 



FIG. 22B 



— I 



Serial No.: 10/002,900 Inventor RAMACHANDRAN , et al. Docket No.: COM-002.7D 
Title- ONE PROTOCOL WEB ACCESS TO USAGE DATA IN A DATA STRUCTURE 

OF A USAGE BASED LICENSING SERVER 



23/28 




CO 
DC 

9S CM 

CD 

go 

5LL. 

o 

LU 
CO 



Serial No.: 10/002,900 Inventor RAMACHANDRAN , et al. Docket No.: C0M-002.7D 
Title: ONE PROTOCOL WEB ACCESS TO USAGE DATA IN A DATA STRUCTURE 

OF A USAGE BASED LICENSING SERVER 



24/28 

A PROCESS TO IMPLEMENT SECURITY BARRIERS TO PREVENT USERS FROM 
VIEWING DATA IN A USAGE MEASURING SERVER DATA STRUCTURE THAT THE 
USER NOT AUTHORIZED TO VIEW ^ ?Q6 



RECEIVING A LOG IN 
COMMUNICATION AND 
AUTHENTICATING THE USER 



L 



710 



SEND ACCESS 

DENIED 
MESSAGE AND 
QUIT ^ 



«*-NO 




I 



^70 8 



USER 
AUTHENTICATED? 



YES 



^712 



SEND INQUIRY MESSAGE TO USER 
REQUESTING USER TO IDENTIFY WHICH 
DATA IN USAGE MEASURING SERVER DATA 
STRUCTURE IS OF INTEREST 



I 



714 



RECEIVING MESSAGE INDICATING WHICH 
DATA IS OF INTEREST 



-718 



r SEND 

ACCESS 

DENIED U-NO 
MESSAGE 
AND QUIT 




I 



"716 



ARE THERE LINKS IN THE DATA STRUCTURE 
WHICH DIRECTLY OR INDIRECTLY COUPLE THE 
USER'S DATA ENTRY TO THE REQUESTED DATA?, 




I 



720 



RETRIEVE THE REQUESTED DATA TO WHICH THE 
USER IS DIRECTLY OR INDIRECTLY LINKED AND 
SEND IT TO USER 



I 



-722 



fSENDING A MESSAGE INQUIRING WHETHER 
USER WISHES TO MODIFY ANY OF THE 
DATA JUST SENT 



T 



TO FIG. 24B 



FIG. 24A 
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FROM FIG. 24A 



726 



QUIT AND 
WAIT FOR 
NEXT REQUEST 



•NO 



-732 



SEND MODIFICATION 

ACCESS DENIED 
MESSAGE AND QUIT 




1 



724 



DOES THE USER WISH TO MODIFY\ 
ANY PART OF THE DATA JUST > 
SENT? / 



YES 



728 



CHECKING CONFIGURATION DATA TO 
DETERMINE IF THIS PARTICULAR USER IS 
ALLOWED TO MODIFY THE SPECIFIED PART 
OF THE DATA 



I 



730 



/MODIFICATION 
^.AUTHORIZED? 



YES 



i 



-734 



SEND MODIFICATION ALLOWED MESSAGE. 
RECEIVE MODIFIED DATA AND STORE IT IN 
DATA STRUCTURE 



FIG. 24B 
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SERVER PROCESSINGTO IMPLEMENT ONE-STOP SHOPPING SEARCHING OF 
THE DATA STRUCTURE BASED UPON USER-DEFINED CRITERIA 



C 



r 



782 



USER LOGS IN AND IS AUTHENTICATED 



i 



784 



SERVER SENDS WELCOME SCREEN WHICH INCLUDES 
LINKS OR COMMANDS WHICH MAY BE INVOKED TO 
START A SEARCH 



I 



-786 



SERVER RECEIVES A REQUEST TO SEARCH AND 
SENDS MESSAGES TO DISPLAY A SEARCH TEMLATE 
AND TAXONOMY TREE 



I 



-788 



USER DEFINES SEARCH TEMPLATE WITH SEARCH 
CRITERIA AND/OR KEYWORDS AND/OR TAXONOMY 
CATEGORIES AND SUBCATEGORIES 



I 
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SERVER RECEIVES SEARCH TEMPLATE, AND 
SEARCHES DESCRIPTIONS OF RESOURCES USING 

TEMPLATE 



I 



792 



ONCE RESOURCE IS FOUND, SERVER TRACES POINTERS FROM 
RESOURCE TO VENDORS, DISTRIBUTORS, SUBDISTRIBUTORS AND 
RETAIL OUTLETS THAT HAVE ITEM ON HAND 



I 



SERVER SCREENS BY DISTANCE FROM USER IF THAT IS A 
CRITERIA, AND SENDS LOCATIONS ALONG WITH PRICES 



FIG.28 



